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Unlike legacy Secure Web Gateways, iboss' stream-based 
architecture detects malware leveraging evasive protocols 
like TOR, while continuously monitoring the perimeter for 
inbound and outbound threats to prevent data loss from 

infections 




Consider this data theft attempt 

on your network: 



http://www.iboss.com/ 
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Unknown, unclassified malware targets your 

network 




Your Organization 

The malware evades your firewall, and attempts to infiltrate your network. 



Your perimeter defenses fail to stop it 




Anti Virus Scan 

Malware is inspected by your AV scan but it doesn't match any known signatures for malware. 

The malware is sent to your sandbox. 

AV SCAN FAILED | 



http://www.iboss.com/ 
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Behavioral Sandboxing 

Malware is executed within the sandbox to analyze its behavior. Your sandbox doesn't 
recognize the behavior as malicious so the malware is passed through to your network. 

BEHAVIORAL ANALYSIS FAILED | 



Malware begins hijacking your data to non- 
malicious, US-based location 



http://www.iboss.com/ 
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Your DLP doesn't detect it 



Pll 



Data Loss Prevention 

Infected data is transmitted to an innocent US location, so it isn't flagged. 

DLP FAILED | 





http://www.iboss.com/ 
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With iboss, all network traffic is monitored for 

anomalies 




Network Anomaly Detection 

Network Anomaly Sensors detect an unauthorized data transfer in real-time. 

NETWORK ANOMALY DETECTED | 



iboss instantly notifies staff about network 

anomalies 



http://www.iboss.com/ 
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Instant Notification 

Your staff is alerted and the data is automatically contained. 

SUCCESS - MALWARE INFECTION DETECTED | 




iboss identifies infections faster to prevent 

data loss 

iboss 

SECURE WEB GATEWAY 

PLAT FORM 




http://www.iboss.com/ 
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Q Explore the Platform(/platform) 



© REQUEST A DEMO(/DEMO-REQUEST) 



What people are saying about 

us... 



Forbes 



"Essentially, iboss has built a "better mousetrap" for anomaly detection and auto- 
containment. iboss looks for suspicious behavior on the network. If it finds signs of a 
hacker, it snaps like a mousetrap - catching the hacker in the act before they can do 

further damage." 



http://www.iboss.com/ 



Deloitte 



7/12 





10/4/2015 



iboss Cybersecurity 



"The companies ranked on the Deloitte Technology Fast 500 continue to set the bar for 
their industry higher each year. There are so many exciting products and smart 
thought leaders driving this list. We congratulate the Fast 500 companies and look 
forward to seeing them continue their momentum." 




"iboss was recognized for its patented technology that automatically contains malicious 
data transfers before hackers can steal large amounts of sensitive information, iboss 
monitors networks for suspicious data transfers, alerts IT and automatically contains 
the data, minimizing the loss when malware inevitably makes its way in." 



NETWORKWORLD 

"The FireSphere Threat Isolator is integrated with HP's SDN application. The application 
extends defense capabilities to detect malware once inside the network, and contains 

the outbreak immediately and automatically." 



Customers who trust iboss 




U.S. DEPARTMENT 
OF THE INTERIOR 



http://www.iboss.com/ 
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sears 

xerox 




NutraSweet 




OUEngland 

GLOBAL TRANSPORTATION 



Learn more about iboss 



N I _ . . . 
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Roundtable Discussion with Paul Martini, Joe Greene, and Joan Pepin 

/ / / • i_ /j_ i_ _ i _ _r - cc _ _ j_‘ . . _ _i _ j j_ • _ ; • j i_ i_ i_ j_ r\ r\\ 



See iboss in 201 5 Gartner Magic Quadrant for Secure Web Gateways 

iii ;i_ / _j ? i -l r i_ j \ 



Video: Closing the gap between Malware Infection & Detection 



Subscribe to the iboss blog for regular security updates 
(//blog.iboss.com/) 



a The iboss Story 

About Us(/about-us) 
Leadership(/leadership) 
Board(/board-of-di rectors) 
Blog(//blog. iboss. com) 

In the News(/in-the-news) 

Press Releases(/press-releases) 

< Legal 



http://www.iboss.com/ 
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Privacy Policy(/privacy-policy) 

Terms of Use(/terms-of-use) 

Acceptable Use Policy(/acceptable-use-policy) 

iSi Site Map 

Site Map(/site-map) 

Learn iboss 

iboss University Overview(/i boss-university) 

ISCP Certification(//www. iboss.com/iuniversity-iscp) 

Expand Your Knowledge(//www.iboss.com/iuniversity-eyk) 

v. Contact Support 

Support Overview(/support) 

Open a Ticket(http://support.iboss.com) 

Activate iboss Pro(//www.iboss.com/phantomweb/action/activation/selectProduct?b=1) 
Cloud Management(//www. iboss.com/phantomweb/action/enterprisemanagement/login) 

North America: 

V. 877-742-6832X3 

International: 

V. 858-568-7051 X3 

C. Contact Sales 

Request Demo(//www. iboss.com/demo-request) 

Request Evaluation(//www. iboss.com/eval-request) 

Request I nformation(//www. iboss. com/info-request) 

North America: 

V. 877-742-6832X1 
Contact local distributor or: 

0 sales@iboss.com(mailto:sales@iboss.com) 

International: 

V. 858-568-7051 XI 
Contact local distributor or: 

0 sales@iboss.com(mailto:sales@iboss.com) 

EMEIA: 

V. +44(0)203 713 0471 
Contact local distributor or: 

0 emeia@iboss.com(mailto:emeia@i boss. com) 



http://www.iboss.com/ 
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http://www.iboss.com/ 
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